The information provided by AppCurity in this power poin

B
t presentation is uniqu

confidential; therefore, anyone viewing this presentation agrees no';':t,_.;

- ::“\
900 i

b4

e
e
&

‘e

N

.

-
.
>

"
A 4

AppCurity

APPLICATION SECURITY RISK MANAGEMENT SOLUTIONS FOR DEVOPS

WWw.appcurity.com

AppCurity dThe Evolving Cure for an ever Evolving Threat
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Introduction

Our Mission:
ABuil d awareness and empower devel opme

We specialize in building cutting-edge, end-to-end, fully Automated
Application Security Pipelines as part of the Continuous Integration /
Continuous Deployment (CI/CD) process for DevOps, allowing security
organizations to fully support fast-paced, lean, Agile development.

Our Application Security Build Engineers and Developers integrate best in
breed security solutions i.e. (IBM Security AppScan Enterprise, HP Fortify,
Veracode, etc.) with (Cl / CD) tools such as Jenkins, Bamboo and TFS to
deliver full automation throughout the SDLC at Build and during Deploys.
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Todaythe Application Layeris now the #1 Attack vector for Hackers Hackersaretargeting
millions of insecurelycoded applicationsleadingto daily breachesand compromisesof

critically sensitivedata, costing businessesn average5 million dollars and roughly 230
dollarsperrecord, further contributingto the socialproblemof Identity Theft

HACKERS ARE
TARGETING
YOURSWEB 7
APPS DAILY «©

&/ »
of vulnerabilities exist websites are hacked of tested apphcauons‘"”’ of all websites have at
o at the application layer, everyday to distribute o have vulnerabilities o least one serious
70% not the network 30,000 malware 96% Cenzic 86% vuinerability
Gartner Sophos Labs WhiteHat Security

THE PROBLEMS WE SOLVE:
AProviding a Centralized, Repeatable means to engage InfoSec & AppSec
AProviding Automated reliable Security Testing that scales for fast-paced Agile Development

AProviding Consistent, Real-time Secure Coding Awareness and Training for Developers
AProviding Real-time, Actionable AppSec KPI Metrics for Leadership
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Business
Partner

AppCurity Team

OUR COMPANY:

AppCurity Incis an ASL (Application Specific Licensing) designated, IBM Security Business
Partner specializing in the delivery of critical AppSoapplication Security solutions for
DevOps, which significantly reduce SDLC business risk at the application layer for all busine:
sectors.

AppCurity Inclaunched in January of 2015. Since 2015, The Company has been delivering
advanced Application Security solutions for DevOps to Fortune 500 clients in the Financial

Services, Card Processing, Retatlpfmerce, Insurance, Health Care and Telecommunications
industries.

OUR TEAM: *Mr. Roman Rounkle 7 Sr. AppSec Pen Tester / Ethical Hacker
(GPEN, GWAPT, GSSP and CEH)

*Mr. Michael Sheppard 1 Sr. AppScan / AppSec SME

(GWAPT, GSSP and CEH) “Mr. Sherard Howe i Sr. IBM AppScan / HP Fortify SME
(IBM Certified Deployment Professional)

*Mr. Carl Davis T Sr. AppSec Engineer

(CISSP and CEH) *Mr. Jason Smith T Sr. DevOps Security Build Engineer
(GSSP, Java, Jenkins, Splunk, Stash, Nexus, Maven and TFS)

*Mrs. Nan Chen T Sr. Security Software Developer

(Java) *Mr. Michael Moore 1 Sr. Security Software Developer
(.net/ CIC++)
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Application Security Solutions for DevOps

5 key continuous application security program capabilities:

A Automated AppSec Engagement with Risk Questionnaire Form

A Secure Assist IDE Plug-in (Secure Code Spell-Checker)

A Static & Dynamic Automated Security Testing pipelines as part of CI/CD for DevOps
A Real-time AppSec KPI Metrics Dashboard

A Application Security Risk Management

key continuous application security program tools:

A Atlassian Confluence i JIRA integration

A Eclipse, IntelliJ and Visual Studio IDEs

A Jenkins, TFS, Bamboo, TeamCity and more

A Splunk

A IBM Security AppScan Source & Enterprise, HPE Fortify & Web Inspect, Veracode
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Risk Fornbneak Peek
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AppSec Engagement Risk Questionnaire Form

Step One Step Two

) "
Applicant Name- Is the Service public | please Select

i
facing? i.e. (Yes or No)*
Please provide your name g i } Please choose one
Service Name” . -
Does it handle Sensiive | please Select v
Please provide Service Name (ex. kiosk- Daa?ie (_PCL Pl + Please choose one
service). I the service name has nof yet been Credentials, tc.)
identified, please use (thd-service). f
Does it use any of the Please Select v

What Jira Project Key following HTTP Methods / o N
Name is this Application / Verbs?ie (POST, PUT, ease choose one
Service under* Please list the Jira Project Key Name DELETE)*

[ ]
| = =
Step One Step Two Step Three Final Step One Step Two Step Three Final

Atlassian Confluence
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JIRA Ticket Creator PHrg

Decision Points ~ Ticket Templates = Actions = Score Ranges  Request Results Decision Points ~ Ticket Templates  Actions = Score Ranges = Request Results

Decision Point Match Type Answer Action Type Score Name Lower Range Upper Range Service Tickets
) ) ) Critical Range 30 40 Secure Coding Guidelines Ticket
public_facing Equal_To Yes,Yy Create_New_Ticket 5 X ; i
Security Architecture Review Ticket
Threat Modeling Engagement Ticket
third_parties Equal_To Yes,Yy Create_New_Ticket 4 Non-Functional Requirements Ticket
Functional Requirements Ticket
regulatory_requirements Equal_To Yes,Y,\y Create_New_Ticket 5
High Range 20 29 Secure Coding Guidelines Ticket
- " S ity Architecture Review Ticket
sensitive_data Equal_To Yes,Y,y Score_Range_Calculation 7 ecurlty Arci ' ecture Review ‘? <
Threat Modeling Engagement Ticket
) Non-Functional Requirements Ticket
http_method Equal_To Yes,Y,y Score_Range_Calculation 5 Functional Requirements Ticket
backend_database Equal_To Yes,Y,y Score_Range_Calculation 5 Medium Range 10 19 Secure Coding Guidelines Ticket
Security Architecture Review Ticket
stores Equal_To Yes,Y,\y Score_Range_Calculation 4 Non-F.untmonal I.iequ\remer.ﬂs Ticket
Functional Requirements Ticket
other_services Equal_To Yes,Y,y Score_Range_Calculation 3 Low Range 0 9 Secure Coding Guidelines Ticket
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Automatically Created JIRA Tickets

All Issues

fiker =

Ol by Created & =

CORE- 10643

Mon-Functional Requirements
CORE-10642

Secure Coding Guidelines Requirement
o

Request 3 3rd Party Risk Assessment

0641

I8 CORE-106
Request a Web

pplication Pen Test
B CORE- 10639

Non-Functional Requirements

a 123458

Cone [

velopment /| CORE-10643
MNon-Functional Requirements

o Eaat ) Comement

Assign  More - Adrmin =
Details
Type: Task Status
& Major
Hone Unresahed
Hone Fix Verskns None
A MNone

Aftachmients

G Drop fles o attach, of browse

Activity
Al Comments  Work Lo Hstory | Activity  Links Hierarchy  Transitions

There are ne CoMMEnts yet on this ssue

[) Commeni

Atlassian JIRA
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Assign 10 me
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41 minutes 39
41 minutes agae
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Secure Assisbneak Peek
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Secure Assist IDElugind (SecureCodingSpeltChecker)

& masn 37 Displays customizablesontext o)

File Edit Source Refactor Mavigate Search Project Run  Window . . .

sEerREsEnr e oA Sensitivesecure coding guidance

& Package Explorer i3 = B8 | [ AlinOne.java ] SimpleDbAcc... 5% | [J] Assignments.... 2 22 Guidance 3% D= Outline  [F] Task List = B8
B <<;=={>| ¢ 7 ’pui:nliu void simpleSqlQuery(String paraml) { ~ Related Guidance

a G AST-Tests ~

4 F e rinital whea fect

try {
Connection conn = DriverManager.gethnnectlontcumDD
Statement stmt = conn.createStatement();

nee: | SQL Injection v| Back

2 Z Issues are ResultSet zs; soL Sod: A
linked to = Injection *COGISCOPE

"SELECT Lname FROM Customers WHERE Lname = - P
+ paranl + ") Brief Description

while ( r=.next() }l { SQL Injection occurs when the user

precise line in

So u rce String lastName = rs.getString("Lname"): supplies data that is inappropriately
- . H used by the application to manipulate
, System.out.println(lastHame) ; 5 the structure of a SQL query. v
=}
b B IRE System Library [jre1.8.0 6| // This line should fire rule (should be in finallw

AR +Befarantad b 3 < | m [ > < >
T = 5 [f Problems @ Javadoc [3, Declaration %% Project Review 54 Guidance Search |38 lssue List(24) 52 =l meli|lx =0
o

#id Assignments.jova:T7 [request.getPar | oo 54 (4 High,20 Medium,0 Low) - com/cigital/wbsaftest/SimpleDbAccess.java
*= Assignments,java:77 [myString = rec —_—

#ix Assignments,java:87 [taintMyString( |typaf|ltertext |
vaz Assignments.java:93 [myString]

i+ Assignments.java:93 [threeParams(" 4 H High ~
4 (= Query Injection

var Assignments,java:82 [p2] ! 1 t t- | | . d t.f.
s Assignments.java:22 [myDbAccess.s 4 [ 50L Injection[4] Z / \u O m a. ICa y I e n I IeS
var SimpleDbAccess.java:38 [param1] H Line: 56 h

x¢¢ SimpleDbAccessjava:57 ["SELECT Lr H Line: 202 CO d I n g e r ro ras CO d e iS

#ix SimpleDbAccess.java:56 [stmt.execu n Line: 313
Line: 332
developed .

| Writable ‘ Smart Insert | 59:32

4z Displays diégnostic call
chain
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AppSec PipelinBneak Peek
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I SAST & DAST Security Testing Automation Pipeline
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Jenkins | TFS | Bamboo | TeamCity
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MetricsSneak Peek
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AEESec KPI Metrics Dashboard

Service Security Health

’ Planning

100 32

Requirements
Complete

100 ;2

Threat
Modeling
Complete

&8 Development

0

15.12

MTTR Vulnerabilities

¥ Build

Libraries with
Critical
Vulnerabilities

80 o

Health Score
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\/ Verification

10 2

Medium Issues
SAST

80 o

Medium Issues
SAST

M8 Deployment

0

Endpoints Missing
Swagger

* Post-Deployment

WAF Attacks past
30 days

Splunk ITSI

AppCurity Inc.
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AppSec Risk Mgreheak Peek

Confidential | Not for Distribution AppCurity Inc.



—a R
. = E e =E B

Application Security Risk Management

ication Security Management

-t

Asset Business Impact Vulnerability Status and Progress Compliance
Inventory I\ Assessment Prioritization y | Measurement | Determination

Monitor and Protect
Deployed Applications

Mobile Database Web Mobile
Dynamic Static Interactive Application Intrusion Activity Application Application
Analysis Analysis Analysis Analysis Prevention Monitoring Firewall Protection

IBM | HPE | Veracode
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Suite 260, Sunnyvale,
California 94085

Toll: (888) 6221730

Direct: (408) 912727
Website: www.appcurity.com

L
3

830 Stewart Drive i/
:.

Michael Sheppard, CEO
Direct (510) 798350
msheppard@appcurity.com

/-

Questions Thank You

Cppcurity

www.appcurity.com

AppCurity d The Evolving Cure for the ever Evolving Threat




